ROLEAKS IS AN ANONYMOUS GROUP OF NON-PROFIT USERS FOR THE PURPOSE OF 
DISSEMINATING INFORMATION COLLECTED FROM INFORMANTS, ALSO ANONYMOUS. 


THE SOURCES OF THIS MATERIAL ARE FOUND UNDER ARCHIVING, COPYING, ETC. SO ANY 
ATTEMPT TO “TAKE DOWN” THESE SITES WILL BE COMPLETELY IN VAIN. 


“GET ROLEAK’D, EZZZZ” 


RoLeaks 


CORRUPTION AND INSIDE JOBS: THE TRUE 
FACE OF RO-MEXICO 


Today RoLeaks begins its new series of leaks this time about the ro-nation of Ro-Mexico. Codenamed "Aztec 9" by RoLeaks. 
In this document you will see leaked and obtained evidence and proof about terrible acts of corruption, harassment, toxicity, etc. 
Pointing as responsible to the owners and former owners, those in charge of said community, who, by the way, obtained high 


positions in the UN, which has already been accused of covering up pedophiles and in some evidence of said case, their own 
owner-holder. 


The informants and names of other users who provided this information remain anonymous, in order to protect their identities. 


GROUP LINK: 
e https://www.roblox.com/groups/3059726/Estados-Unidos-Mexicanos#!/about 


AUTHOR’S NOTE: This document was originally created in July 2023. This is a copy of that document but ina 
much more extended and updated version 


M.G’s Corruption 


The General Moderation service (In Spanish: Moderacion General or M.G) is the main sub-group that manages and 
moderates everything that is the Ro-Mexico community. These are characterized by being very corrupt, having blacklisted alts 
there, harassing users and allowing users in the community who were previously banned for harassing, sending NSFW and 
doxxes freely. 


verificacién 


iskaCFE 


Toxicity 


Here we are shown cases related to the current Head of General Moderation, who controls said 
sub-group until the date of creation of this document. 


Akheta12: I have an issue, I sent my enlistment to both the SEDENA and SEMAR (Army and 
Navy teams) in El Aguaje (game) but I can't access the teams. 

FrancisXerocious (Moderator): Go to their respective servers, those issues aren't attended 
here. 

Akheta12: But this is the client service server. 

FrancisXerocious (Moderator): (Proceeds to warn him with the following reason: You can't 
access the teams because those are private teams and you have to go through try-outs to access 
them, but if you don't have the enough mental capacity to do it then would I recommend you to 
kill yourself) 

Akhetat12: Alright then.. 


Sussy: Hi bro ("olavro") 
AmadoSaidén: Which bro? Fucking cheeky, go out and blow dicks with "Chapa" (Name of the leader of a hispanic gang 
roleplay group). 

That reminds me of something (maybe someone) 


Toxicity In-Game 


Forangelo20: DON’T FIRE AT US, FRANCIS 
FrancisXerocious (Moderator): Shut the hell up, flabby toasts 
Forangelo2o: You just stay inside the spawn and fire at us... 


axel ponte torrets 
PERO NO NOS DISPARES FRANCIS 


[FramcisXerocious): callate tostadas aguads: 
bacon vente 
te niedac sclentra vu one diene 


SEDENA/SEMAR’s Toxicity 


The Secretary of National Defense (SEDENA) and the Secretary of the Navy (SEMAR) are two institutions of the Mexican Armed 
Forces, where its members and high command are supposed to demonstrate professionalism or some discipline, but not, in the 
following captures demonstrate its high level of toxicity, which was never sanctioned: 


Xonnex5912 (HR of Mexican Armed Forces): Shut the fuck up, fucking asshole. Suck my balls 


En el reclutamiento como saco mi perfil 


acabo de ser aceptado pero no puedo entrar a la marina 


Sussy 
tienes q esperar el tryout 


Chatafaka pinche pendejo 


Suck my balls 


Z-1_FM: How can I submit my application to join the Navy? 


M33xican (HR of the Mexican Armed Forces): You don’t know how to read? Watch the information’s channel.. 
Mauro (HR of the Mexican Armed Forces): “The least asshole of LFM:” 


 @2 atolixin89 


ALCALDE 


|| | reclutamiento 


@ALCALDE Me saludas a tu “hermano”. 


El menos pendejo de lfm: 


ONI (HR of the Mexican Armed Forces): shows screenshot of a Navy’s member on a rival team 
Elguapeton271: Damn, how much time do i have to wait to submit the request again? 

ONI: 3 months for your bullshit 

Elguapeton271: Yeah i crossed the line 

ONI: Hahahaha, Dumbass 


Xonnex5912: “Gringo” (American) = Asshole 


M33xican: Did your parents didn’t give you enough attention and you go here to search for it? 

T1Goloso: Man, are you talking to me? 

M33xican: It looks like your parents doesn’t tolerate you and you repress your anger with anyone, or am i wrong? 
s] 


) O tus padres no te dan atenci6n y la vienes a buscar aqui? 


u me estas hablando 


5 y un ak, operatibo oajaka... 


operatiba femboy 


DONDE? 


h O se nota que ni tus padres de aguantan y reprimes tu enojo con cualquier wey, o me equivoco? 


M33xican: Well, fuck yourself fucking idiot, It’s not my fault that you play on a potato PCIl, fuck yourself fucking idiot, i don’t 
care if you play on a potato PC 


@FazeRamos$_$ pues a chingar a su madre pto idiota, no tengo la culpa que juegue en una PC. de carton. 


Garbanzo (HR of the Mexican Armed Forces): Hahaha crybabies, better fuck the shut up, fuckers 


Jajaja llorones mejor callese ala verga puto vato 


S_ukhoi (HR of the Mexican ed Forces): Only broke people use roblox screen recorder 
Anonymous: "Sorry I soca t aes) os OBS s screen renee rl - it next ae 


te desnutrido sigue co 


s tostadas aguadas o vete can amado a quejarte de su equipamiente 


In this case, the HR of the Armed Forces, M33xican, accused a user of apparently violating game’s rules without proof and 
insulting him all the way. 


M33xican: The one who does S.K is now crying because they doing S.K on his base 
Anonymous: Yeah sure 

M33xican: Well you're always around crying like a bitch with the same thing, so shut up 
M33xican: Or youre also going to make up stuff that are not? 


faz Cm 7 | 
2} 


El que hace sk ya anda llorando de que le hacen sk a su base 


El que anda llorando de que le hacen sk a su base 


Pues nomas andas come perra llorando con lo mismo wey nms y tu eres pero asi es que callate 


a Pues nomas andas como perra llorando con lo mismo wey nms y tu eres pero asi es que callate 


Y 


O también me vas a inventar cosas que no son? 


a 


S_ukhoi: You all look like you're in menopause, don't talk nonsense 
M33xican: Ugh a -13 in the group. Shut up kiddo, seriously 
Anonymous 1: Hahahaha 

Anonymous 2: Look at this dumbass 

M33xican: No wonder you are in the LFM, there is only -13 join join there 
Anonymous 2: And yes, i have -13, why are you fighting wi th me, asshole 


(BOTH LAUGHING AT HIM ABOUT HIS MISSPELLED MESSAGE) 
S_ukhoi: With me 
M33xican: Wi th me 


ahi vienen los d apulinses 


Ash un -13 en el grupo, Nifio callate, la neta 
jajajaja 
Of of el pendejo @ 

8 


Con razén estas en la lfm pure -13 entra ah 


¢ si tengo -13 porque andas peliando con migo ojete 


con migo 


Con migo 


FrancisXerocious (Obi Wan Kenobi): Who? Expose him directly 


ManuelDeGortari: Hello marcelo, i think you are referring to roblox.com 


S€creaciones para sus "desarrollos' 


r porque hay un Pendejo que sube sus builds como si fueran una chingoneria y encima se 
egos freemodel cuando en sus creaciones se ven algunos freemodels??? « 


quien 


ya mejor quemalo directo 


ya mejor quemalo directo 


6 de enero de2 


» las creaciones alguien me puede explicar porque hay un Pendejo que sube sus builds como si fueran una chingoneria y encima se digni 


Hola marcelo creo que te refieres aroblox.com? 


CRIZ: the shitty emojis were necessary? 


CRIZ: bro 
LuisAbraha 


= 


m 


ee 


, he only wants to | 


$€creaciones para sus "desarrollos' s Ib 


Fe 4 a a 1a0 las creacione E Jeae explicar porque nay un Fenagejo que sube PUILaS COMO Si TuUeran Una Chingoneria y encima 


rea roblox no hago negocio vtlv 
t é no es serio nomas estoy diciendo que no hago negocio con nadie no importa si es un juego free model o todo hecho desde 0 


@ on elo Band do la lguienn lede lic que h n Pendejo qu 2 mo si fueran una c 
roblox no hago negocio vtlv 
hay free models en todos jueg 


Hola marcelo cr Je te refieres aroblox 
roblox no hago negocio vtlv 26/0 
ei bien hocicon yo ni conozco a este vato (<5) 


los emojis culeros eran necesarios 


roblox no hago negocio vtly 


y tu que con tu XD 


vtly y tu que 


Déjalo nomas quiere hacer promocidn para su juego 


Obi Wan Kenobi 
Ey no pelien hermo 


Pingudosupremo2: Last time i joined his game, i couldn't play it, no one plays it 


Pingudosupremoz2: Make publicity for that crap, because no one plays it 


Pingudosupremo2: Respect the boss 


ace poco me meti a tu juego, no lo pude jugar, nadie lo juega 
roblox no hago negocio vtlv 


eso que tiene que ver wey 


@ @Marl24celo Banda le a dar una idea para sus juegos 100% original: » Busquen hacer modelos o contratar a alguien que se los haga que preferentemente estén t 
roblox no hago negocio vtlv 
aver que robe gm 


»blox no he eso que tiene que v 
pingudosupremo2 
metele publicidad a esa madre pq nadie lo jueg: 


ar una idee sus juegos 100% original: « Bus n hacer medelos o contratar a alguien que se los haga que preferentemente 
roblox no hago negocio vtlv 
donde quieres que hago un juego de carteles pues? yucatan ao 


este we me ataco de la nada qn sabe pq anda de hocicon <5) 


pingudosupremo2 
Respeta al mando 


@pingudosupremo2 Respeta al mando 


roblox no hago negocio vtlyv 


cual respeto el me ataco de la nada cagandome el no merece ni una onza de mi respeto. 


Here is evidence that in creations’s channel you can publish and share photos of your games, it never was prohibited 


¥) 


*)) ploxima bocina map (creditos a @e_choplex (@loquipandi) que me esta ayudando con la 


un avansesito de bocina map 


Not even the Armed Forces’s members have any respect on their own devs... 


ManuelAdame (Air Force HR): Trying to make humor about salvador, saying “oh sir salvador, let me be in your social 
circle,i will suck your dick”. Fucking dickhead asshole. You’re pathetic. You shouldn’t be here. Your mom confused you with the 
fucking science project, that's why you were born so stupid. 

Then you're from Mazatlan (mexican coast city), they probably fished you, they thought you were a fish. 

Manguart (aka Tropico)(Developer): *tries to mute Manuel* 

Manguart (aka Tropico)(Developer): Stop talking shit 

ManuelAdame: Dumbass kid, trying to mute me, ranger’s friend. It hurt you, right? 

Fucking misfit shit fetus, you came out of your mother's ass when she cleaned up the shit. 

Son of a bitch. 


RepublicaMexicana ¥80F 


@ Manhuel#6914 was muted | No reason giver 


10le who spends his time on discord 


fod 


la neta 


Manuel Adame [FAM] # 


no pendejo 


& 
“ 


HALAL 


Manuel Adame [FAM] #* 
solo insultar pendejos q intetan ser de un ciruclo social 


@ 


no hay problema 


Manuel Adame [FAM] #* 


al que no pertenecen 


pinche gato 
4 o supiste 


hola (@OscarGaelOMG) ’ 
tropico literal eres un pendejo prieto q se la pasa en disk no puedes decir eso es}eostoe) 


Manuel Adame [FAM] » 


Osoloko1i29: I remember when M33xican accused me of Spawn Killing and he didn’t even had proof 
M33xican: Oh nooooo0000000, call for Amado they spawn killing you :CC 


MUITO FACIL 
me recuerdo q el meexican me habia acusado de sk y ni 
as tenia 


Yo no veo a nadie en su spawn hermano 
ay no000000000000 hablale al amado que te hacen sk :C 
bro 
estaba en el carro 


M33xican: Go cry with Amado, that works out better for all of you 
Osoloko1i29: You talking crap on your superior 


N 
no match on police 
kallese 


ya vallan a tlorar con amado éso les sale mejor. 
:V 
hablando kaka de tu/superior 


Talking Behind Peoples Back 


Nihil: ALL HAIL THE “TROPA DEL INFIERNO” (TROOP OF HELL)(It’s a Mexican Cartel). 

Damn those motherfuckers, why that asshole Lexulv is here 

S_ukhoi (sorobats): He’s such an idiot and the fucker only camps hahaha. He is so dumb for a humiliation in pvp 
Nihil: Lex is my bitch. The fucking asshole is going to eat dirt. 

IT'S NOW TIME TO BEAT THE FUCK OUT OF HIM 


“S”: Hahaha 


RIGHT IMAGE SHOWS THE THRASH-TALKER, S_UKHOI, TALKING AND GREETING LEXULV LIKE 
NOTHING 


# 


puto hipocrita 


Mil 


no mames 
puros pendejos q se creen narcos 


PurA trOpa DEL INFierNO weY 


Qn pa un cull ahorita que acabe de poner 


vendedores de armas 


@Plantonck#8523 Desde aqui no puedo poner pin 
Mi 


orque le haces ping a plantonck si no esta aqui 
p 


Luego mira que pocos huevos 


Mover 8 O94 


Imagine taking photos shooting a dead lego body and celebrating it LOL 


Francis Xerocious: “Vaca” (Cow) was another asshole in the LFM 

(OUR ANALYST TEAM INVESTIGATED WHO WAS THAT USER NAMED “VACA” AND WE FOUND SOMEONE 
NAMED “LALECHERA” WHO WAS NICKNAMED “LA VACA” OR “VACA”, SO THAT USER WAS THE ONE 
BEING TRASH-TALKED BY FRANCIS) 


Harassment in the form of pings and memes. 


The Head of Administration, Amado Saidén, at that time was harassing an individual who apparently belongs to the furry 
community, the meme says: 

Amado Saiden (Administrator - Harassment Meme): Yo, how did you know that my son is the Moderation Director of 
Ro-Mexico? 


Sh 
: 
Comte supisteique faal hijQ es 


Director deViodziacion en pa 
oo SA: pt: Bae 


Exploiter’s Alt in the M.G 


An user known as “mxdaemx” was banned for exploiting, and after that he made an alt account called “AgenteHXXM” and joined 
RoMx back. Few people knew him he was on an alt, like members of the Organized Crime private team, where they remained 
silent about that to avoid Moderators know Agente was an alt. 

Later Agente held high ranks at RoMexico as Marketing Director, Moderator, News Agency, etc. 

The moderators up to this point already knew that he was an alt of an exploiter, but they also remained silent to prevent the 
entire community from knowing that they had an exploiter in their ranks. 


Lexulv (Mod): Also possible alts from him (Agente), he has these guys as friends 


—_—_ « 


a.) 


"tambien posibles alt de el, los tiene de 


amigos 


mxdaemx 


) =<) ELXHOCKC 


r 


XxositoxXo: Don’t tell him yet 


Lexulv: Okay. His alt account is the “miguel” (autocorrect corrected him, he refers to mxdaemx) one? 
XxositoxXo: Yes. It’s being decided, hold on. 


Lexulv: He doesn’t have ban in Culiacan *proceeds to show Agente’s ban list* 


@Lexulv 


No le digas nada aun 


su cuenta alternativa es la de miguel? 


Se esta decidiendo 


ra 


@XxositoxXO 


no tiene ban en culiacan’ 
: = 


* 


A 


CONTEXT AND SUMMARY OF THE CHAT: 


Basically, the members of the Organized Crime community knew that Agent was an alt of mxdaemx (mx was a member of this 
group), and they kept it a secret so that the moderators wouldn't know. 
In the chat, one of the members of the crime almost caused them to discover that Agent was an alt. 


J ’ @Tosapuwy Margakc 


asS| la Cagas we 


aun miembro que lo permabanearon 


xD 


el agente es el mx 


En 6 dias 
Se activa 
AL100 


De hecho me lleva 


Admin Abuse 


Sending unnecessary warns goes against the community’s Roblox and Discord Procedures and Sanctions document of 


2023 and the General Moderation Regulations of 2022 
Although from what has been seen, this does not seem to matter to the administrators themselves: 


Server: Televisa S.A. de C.V. 


This user was sanctioned for the reasons of: 
-Sam (wtf?) 
-Fucking rude 


Dyno 80T 


You were warned in México for: Sam 


Dyno 80r 


You were warned in México for: Puto grosero 


Homophobia 


A Ro-Mexico user who was a member of the private group of the organized crime roleplay team called "La Familia Michoacana" 
or "LFM", was banned by the main administrator for his sexual orientation: 
Adios puto trapo de mierda = Goodbye fucking shitty faggot 


Dyno Y BOT 


You were banned in La Familia 


Michoacana. | adiés puto trapo de mierdo 


The Ro-Mexico server on which the user was banned: 


empleos Seguir 


Secretaria de la Defensa Nacional. 


DIVISIONES: 
Infanteria del Ejército. 
Cuerpo de Fuerzas Especiales (CFE-GAFES). 
Fuerza Aérea Mexicana (FAM). 


LINK DE DISCORD: 
https://discord.gg/ncekN63q7t 


La Familia Michoacana. 


GRUPO PRIVADO DEL CRIMEN ORGANIZADO. 
Los Caballeros Templarios. 


LINK DE DISCORD: 
https://discord.gg/cJKZn9aR6R 


Racism and xenophobia 


Here are some screenshots that show members of the General Moderation saying racist insults, as well as members of SEDENA 
and SEMAR (Army and Navy) with obvious permission from the Moderation. 


Santi_ gro (Garbanzo): Remove that music made by nig**** 


U_Abz (Pepper)(RoMx Moderator): Chen Chin Uh, *eats rice* 


si te mate 


deja de presumir 


negro 


In this case it is Homophobia and Toxicity coming from Moderation’s Head Moderation: 


FrancisXerocious: Look at this dumbass, you're so stupid, really. 
Mind of your own fucking business, son of your fucking bitch 
Deleted User: Enough dude, if you want, i can help you 

Francis Xerocious: No fucking way 

Deleted User: But calm down 

FrancisXerocious: What the hell are you going to help me with? 
Fucking annoying boy 

Asshole 

Shit-ass 

Go to sleep, dumbass 


Deeketed Lheer 


Lasietiod ‘Lima 


(LEFT IMAGE) 

FrancisXerocious: Otherwise your mom will get mad 

Deleted User: Yeah, francis, of course 

FrancisXerocious: And you're going to leave me with the pretext of "I have a headache." Go to sleep already idiot 


(RIGHT IMAGE) 

FrancisXerocious: The month that represents him 

Deleted User: No son, Don't get confused 

FrancisXerocious: Put a fucking rainbow flag on him, to get rid of his asshole-ness 


Detind Weer 


Xenophobia/Toxicity after a raid with a ro-nation 


Therubengame (jab_by) (Moderator of RoMx): Two and a half hours, of which the 2 hours were spent searching for the 
fucking monkeys (referring to their Brazilian rivals) and the other 30 minutes were for "combat” 

THEDOUGLAZ: My back hurts from just searching. We would fuck them up if it had been urban combat 

Omar (Noodel) (Moderator of RoMx and Army General): Of so many languages you decided to speak the one of the 
truth 

FrancisXerocious (HR of RoMx Moderation): The thing is that they are macaques (in Spanish: “macacos”, refers 
pejoratively to Brazilians), they do not know urban combat, only rural. 

THEDOUGLAZ: *responding to Omar’s message* Cuz we are not macaques to just walk in the middle of the jungle 


Francis Xerocious (HR of RoMx Moderation): And sometimes not even that... 
THEDOUGLAZ: Well it wasn’t our environment and we fucked them (yea ofc) 


Fived 


2 horas y media de las cuales 2 horas era busqueda de las pinches manitos y los atras 30 minutos de "combate" 


Me duele la espalda pa nomas andar buscando 


Los violanos si hubiera sido urbano 
le) Los violanos si hubiera sido urbano 
de tantos idiomas decidiste hablar con la verdad 


francisX 07 
esque son macacos 


y no conocen lo urbano 


puro rural 
Ps no somos macacos pa andar a media selva 
francisX 


~~»  yaveces ni eso 


id y Bueno no era nuestro ambiente y los viclamos 


Omar (Noodel)(General of the Armed Forces): M33xican, tell the others that if they see the nig*** of Cenizo, give him 
450 seconds (in-game jailtime) so he can stop fucking around 
Omar (Noodel)(General of the Armed Forces): Better 300 seconds so he doesn’t whine. 


omart51145 


@M33xican Diles que si ver 


egu! pa 


() omart51145 @M33xicar 


ar151145 


Administrator abuse on servers 


The Head of MG, Amado Saiden, annoyed a user by saying things like "He is going to cry" (“Kiere yorar”), "He wants to 
cry" (“Yaba yorar”), "Bohhooo" (“uuu”) and subsequently muted him for approximately 1 week. 


Lexulv ay , 


@Amado Saidén quitame 


yaba 


yorar 


Amado Saidén 


@Lexulv kiere yorar 


Aislado temporalmente 
Durante el aislamiento temporal, no puedes chatear, responder, reaccionar ni unirte a canales de voz 


Lexulv - f informacion 


06d 23h 59min 
Mas 36s 


no 


Aislado temporaimente 


kaky777_YT [Sub-FAN] 


fe) ae 


Aisiado temporaimente 
Lexulv 
lol? 6dias 


In-Game Admin Abuse 


Not only does admin abuse occur on the Discord server, but it occurs (and continues to occur) in their own games such as "El 
Aguaje", "Culiacan", "Tierra Caliente", etc. 


Admin Logs 


[22:50:10] logs 
[22:50:05] CarmineMaroniSaiden: :Track all 
[22:47:39] CarmineMaroniSaiden: :unadmin aztacatz 
[22:47:33] CarmineMaroniSaiden: :unadmin Me_gta 
[22:47:16] CarmineMaroniSaiden: :admins 
[22:47-09, freecam me 
[22:47:04] invisible me 
[22:47:02] CarmineMaroniSaiden: :kick alexis 
[22:46:27] CarmineMaroniSaiden: :team me kai 

logs 


unjail me 


58] CarmineMaroniSaiden “unjail all 


ff LS 
no 


56] CarmineMaroniSaiden: :removetools all 
5:51] CarmineMaroniSaiden: :jail all 
4:55] CarmineMaroniSaiden: :change me dinero 1000000000 


44-45] CarmineMaroniSaiden: :change me pesos 


© NM NM NH NHN 
ae 1 


4:25] CarmineMaroniSaiden: :change me pesos 1000000000 


pee CarmineMaroniSaiden: :god 


FO Gecorado 


01] CarmineMaroniSaiden: :fly me 10 


Here we see one of the General Moderation's high rank member mass-gamebanning several members of a PMC that raided one of 
their game (keep in mind that they were banned after the raid, after their Armed Forces were humiliated by this external group) 
ANALYST NOTE: 

Some users of this gameban log have no relationship or connections with this PMC (OTAC), so it is confirmed that 
users who had nothing to do with the raid were banned and that the moderators only committed Admin Abuse in a 
reckless and blatant manner. 


Command Logs 


[16:10:37] U_abz: -gameban SuperdCgx OTAC 
[16:10:21] U_abz: -gameban AT6MY OTAC 

[16:09:48] U_abz- -gameban flauberman OTAC 
[16:09:31] U_abz: -gameban lolwe52 OTAC 

[16:09:22] U_abz: -gameban XXTokenXXX OT 
[16:08:46] U_abz- -gameban Bratiche4Ka OTAC 
[16:08:27] U_abz-: -gameban trexglass OTAC 
[16:08:07] U_abz: -gameban LastManBattalion_LMB OTAC 
[16:07:36] U_abz: -gameban Bravoville OTAC 
[16:06:56] U_abz: -gameban baconboi0179 OTAC 
[16-06-07] U_abz- -gameban UniformuploaderOTAC OTAC 
[16:05:01] U_abz: -gameban EEEEEEFEEIIINNIINIH OTA 
[16:04:55] U_abz-: -gameban kohrenhund OTAC 
[16:04:49] (x2) U_abz: -gameban w_ardog OTAC 
[16:00:17] U_abz: -gameban herostar35 OTAC 
[15:59:53] U_abz- -gameban Applessimp OTAC 
[15:59:39] U_abz: :-gameban mludovicus OTAC 
[15:59:15] U_abz: -gameban KBfast19 OTAC 
[15:58:55] U_abz: -gameban Swissxr OTAC 
[15:58:42] U_: invisible 

[15:58:38] 

[15:58:36] 

[15:58:15] gameban brillian101 OTAC 
[15:57:52] gameban Twissterl 194 OTAC 
[15:56:39] gameban LinuS050 OTAC 
[15:56:21] gameban Davidpro145676 OTAC 
[15:56:01] gameban ZeusimusLukey939 OTAC 
[15:55:34] gameban PLkarolp OTAC 
[15:55:16] gameban Josef_Vascense OTAC 
[15:54:34] gameban NotReallySan OTAC 
[15-54-00] gameban karalbag OTAC 
[15:53:40] gameban TheDude2631 OTAC 
[15:53:18] gameban NotoriousPinatas OTAC 
[15:52:59] gameban skx_s OTAC 

[15:52:41] gameban CGU_972 OTAC 
[15:52:17] gameban Comandante_Yuuki OTAC 
[15:51-53] U_abz-: -gameban silent_guy67 OTAC 
[15:51:21] gameban roguefallen OTAC 
[15:50:56] gameban Cats_law OTAC 
[15:50:23] gameban meumeu_1 OTAC 
[15-50-05] gameban Steelrobloxan OTAC 
[15:49:40] gameban Muhamd81 OTAC 
[15:49:07] gameban furno58 OTAC 

[15:48:02] gameban felicitoeethoy OTAC 
[15:47-56] logs 

[15:47:29] gameban Deathlygames707 OTAC 
[15:46:53] gameban MCRN_Scirocco OTAC 
[15:46:46] gameban THOMSON1700 OTAC 
[15:45:33] gameban Alex7Ssinfonia OTAC 
[15:44:35] gameban 1044668679 OTAC 


And here we see the shameful general moderation eating their own words: 


U_abz: *gives a strike to a moderator* Next time you use commands to benefit an opposing side, you're out. Read the rules again 
*links them* 


@Licenciado 


?role @Licenciado Strike 1 
/ BOT 


% | can't find the role Strike 1. 


Préxima vez que uses comandos para 


beneficiar a un bando contrario te vas 


para afuera. 


Lee el reglamento nuevamente, 


Imagine playing with your friends and your buddies of your PMC, beat the asses of a Mexican Army and the owners get mad start 
trash-talking about your group 


That “OTAC” autistic type shit 


can't even 
ver a fun lego raid? 


no wonder why in the MX discord their seen as an absolute joke 
Dawg you raiding a UN event for freedom in a community in a language you don’t even speak 


After the armed forces beated you 


& 


OTAC harrasing people of Mexico group and raiding for no reason 


IP Logging Case 


Basically, if any user were to use an asset belonging to that group, even by accident, they would be sent an IP logger, or the owner 
would send someone to put a virus on their PC. 


INFORMANT NOTE: My first time participating I didn't know that IP loggers were going to be used, originally it 
was to talk about the use of the assets that were stolen, but everything went to shit. 


8 RU 2 ¥ 


por que no es igual 


3 lat 
Cyborg Clark 


Claro que si 


ero que ie€as t > 


Con removerlo es suficiente para ahorar p 


Comments 


RU 2 ¥ 


no es igual 


“re od 


yf cer 
f serv 


rn 


RenderMesh 


»MaberSaiden 


vot currently 


f 


WS 


Aleksandr Lukashenko ® 
Me 


RU 1 


Aleksandr Lukashenko ® 


Entraron a nuestr ego para joder? 


4|, barcena 


Cyborg Clark 


lran2#6996 


barcena 
Que hicieron 


Raidearon su servidor? 


No mamen 


uhm 
@barcena le mate la PC 


Amado Saidén 
LOL 


uhm 
@Amado Saidén mi compa e! salvador almohadas 


como andamios 


deja me meto bien 


uhm Sr 


Sr 


ya llego su papasito 


para darles la bendicion 


soro 


ey que pedo pared 


@¥ @uhm @barcena'e : 
barcena 
Lol que paso 
saca a todos de aqui 


Menos a mi y a sal 


Amado Saidén 
Ern 

Sr 

soro 


uhm 


barcena 


8) al@ from now on we won't cooperate to solve other people's problems 


They just make us look bad by sending ip grabbers 


Director Krennic 
LOL 


This is great 

@arauz 

As you both can see we have a lot of loyalists 
meaning in a nutshell 

We are untouchable 

Now | condone the methods 


but, it's in a sense a good way to reassure ourselves that we have security 


IP Logger in RoMx’s Public Chat 


NSFW Content on Public Chat 


could you repeat tha: 


@krufy (@krufyv) @TQChuy 


Nombre de! administrador : can you repeat that 


Nombre de! sancionado: rafaxd7u please 


890296396098469908 
Razdén de la sancién: 4. Publicacién de 
pornografia o rama de estas. (Como venganzz 


por ser sancionado previamente) krufyv) deleted in Ht comu 


n: Indefinido 


Message ID: 104547621226650 
we need to talk. 


videoO-104 


comunicaciones 


Mawel wingers 


Crablo rojo de un metro (con permiso de 
edministrador) 

Soto geriie concocedors y seria 

Entrego en estacion del tren ligero 


Diablo de ww metro 


Besides being tremendous wankers, they are also Online Daters. This also shows how terrible moderation RoMx has. Keep in mind 
that the user “Arox”, was a Ro-Mexico developer, he abused his rank to go over the rules and publish this type of content. 


Network connectivity limited or unavailable. 


@ Arox 


meeting — * suspension 


SANCIONADOR: 

MODERADOR SUSPENDIDO: @sorobats 
TIEMPO Y SANCION : Expulsion de 
RAZON: Multiples sanciones en el 
detener a un individuo cuando este 
nfrijiendo el reglamento y publicando 


pornografia 


R Syst3m 


Anonymous: I already kicked him(Arox), enough was enough with him, even if they whine and cry, if he is going to use his Developer 
powers, he should do it but he is giving Moderation a bad image 


»mMo es posible que permita eso 


De una ya lo saque, ya fue suficiente cone 


aunque chillen y lloren, si va a usar sus poo’ 


de Dev que lo haga pero esta dandole una 


mala imagen a Moder 


Arox’s Reaction: 


Elcacas: CUZ [REDACTED] WANTS BLACK VEINY COCK AND IF THEY DON'T GIVE HIM IT, HE GETS ANGRY 


AUTHOR'S NOTE: wtf did i just read 


Arox: I want [REDACTED]’s location. 

Arox: Well 

Arox: I’ve already got it 
r addd i> 


@arox 


The cover-up of the General Moderation on Doxxing Cases and its current 
impunity 

Doxxing occurred several times in Ro-Mexico, with personal information of several people being shared in public chat. 

This would undoubtedly be a reason for a ban by community’s Moderation, but no, since these doxxing users had the protection of the 


owners and had permission to override the rules, allowing the distribution of said information. 
Doxxer: OscarGaelOMG aka “Nihil” 


Roblox profile: https://www.roblox.com/users/318842454/profile 


AbrahamVampiro 
* az 


Q 


AbrahamVampiro 


LEFT SIDE IMAGE: After not receiving a sanction, the doxxer, OscarGael, continued publishing personal information of the 
doxxed user, even putting it in his Banner, Username and PFP 


RIGHT SIDE IMAGE: The moderator in charge of the case proceeded to ban the doxxer and his accomplice, to which they were 
subsequently unbanned by another moderator (possibly by orders of the High Command that protected the doxxers) 


Audit Log 


oA 


MOD UNBANS 
DOXXER 


OscarGaelOMG [FUSPAR] 


ABOUT ME 


In this screenshot it is fully exposed how one of the owners of the group, RickSBerkeley, orders the unbanning of the doxxers 
(OscarGael or Nihil and Rafa), so the administrative head, Amado Saiden tells what was ordered to the moderator in charge of the 
case: 


Anonymous: Whatever you say 


Rick MSC 


y aRafa 


orden de arriba 


More captures of the Administrative Chief, Amado Saiden unbanning the doxxers when they get banned: 


(RIGHT SIDE IMAGE’S TEXT) 
Amado Saiden: Don’t talk for the sake of it 
Anonymous: Look who says 


removed the 
Ad Member Unbanned 


BNihil Nihil 343 


banned 
Mira quien lo dice 
Dyno 8F 


(@) Member Unbanned 
removed the 


Ab, Member Unbanned 


lle removed the @Nihil Nihil#3435 


Gs ban for Nil 


Anonymous: Something that is indeed true, i did hurt your vanity, I don't care, now good night, I enjoy those slurs headed towards 


me 


Anonymous: This is not about rounds, be the man-child you want to be 


México [REVAMP] | Today at 10:45 PM 


() «-.#6719 


México [REVAMP] | Today at 10:46 PM 


RepublicaMexicana “80T 
> ™” 


Ganaste esta ronda 
@ x-.#6719 was unbanned| No 


reason given 


No es de rondas 


2 Probot sor 
Se el man child que quieras ser 


WY Mensaje enviado por 


eliminado en #probotlogs. 


-unban 890296396098469908 


Jajaja 
México [REVAMP] | Today at 10:46 PM 


@RickSBerkeley Algo que si, si lastime tu orgullo 


ni modo, ahora good night me gustan esos 


Bueno cuando gustes 


Espero 


insultillos de que me creo 


Current Situation 


The doxxer, OscarGael, currently occupies the following roles and permissions on each Ro-Mexico server 


SEMAR (Navy’s Server): 


Vice Admiral 

Naval High Command 

Special Forces (Deputy Commander) 
F.U.S.P.A.R 

Instructor 


Oscar [Sub-FES] 


niv3l 


mando/comanche 


MIEMBRO DESDE 


@ 


10 nov 2017 


ROLES 


Vicealmirante Alto Mando Naval 
Infanteria de Marina Fuerzas Especiales 


F.U.S.P.A.R Instructores 


Fuerzas Armadas (Mexican Armed Forces’s Server): 
e Special Forces 
e Marine infantry 


OscarGaelOMG 
niv3l 
mando/comanche 


MIEMBRO DESDE 
 10nov2017 » @ 3 ago 2023 


ROLES 


e. Fuerzas Especiales 


Infanteria de Marina Verificado 


Ro-Mexico Server 


Administrative Office 
Group’s Announcements 
Events 

Mexican Citizen 


hola (@OscarGaelOMG) 


niv3l 


mando/comanche 


MIEMBRO DESDE 
& 10 nov 2017 
ROLES 
Oficialia Mayor Ciudadanos Mexicanos 


Eventos Anuncios de Grupo 


Other Doxxing Cases 


Doxxing 1 

After examinating the archived chats from our database, we found a curious doxxing case from the server (mentioned before), La 
Familia Michoacana or LFM. 

When the info was analyzed we recreated the events, the user “E] Pandax” reported to the owner, Amado, that a user named “ONI” 
(from the Mexican Armed Forces server) doxxed him by saying his home state in-game. When Ahumada (the holder), joined the 
game after the doxxing happened, the user, “ONI”, left the game. 


Amado Saidén: I’m back 


El Panda: Look at the in-game chat (chatlogs), ONI left when ahumada joined 
E] F20: Yeah 


ya llegué 


fijate en el chat 


se salio el ONI| justo cuando se unia ahumada 


Smn 


El Pandax: He said he got people “cuazes sirios” (syrian buddies), he said 
El F20: He indeed said that 


El Pandax: No (about the photos), but ahumada joined to check the chat 


@ ecomo saco la IP? 
dijo que tenia una gente "cuazes sirias' asi dijo 


€SaQ 


Menciond 


dijo que tenia una gente "cuazes sirios’ asi dijo 


iY tienes fate de esa? 


éFue in-game? 


na pera se metia ahumada a la mejor a revisar chat 


Amado Saidén: Have you said before that you were from [CENSORED]? 

El F20: We didn’t even threw hate at him or something like that 

El] Pandax: He told me like this: “Hey pandax, [CENSORED] is ugly?”. He said that 

E] Pandax (responding to Amado’s message): No, only about [CENSORED], but i travel to [CENSORED] because i’ve got 
family there and yes, I have not said that in Romexico or anywhere else 

El F20: And there were several LFM present and there are witnesses 


calguna vez has dicho que eres de 


Y eso que na le tiramas hate u eso 


me dijo asi tal cual: "Oye pandax, esta fea? 


algo asi me dijo 


rf) alguna vez has dicho que eres de 


no 
sola de , pera voy tambien pq tengo familia y esa si na he dic 


en server de ramexico o algun atre lugar 


@ g alguna vez has dicho que eres de 


Y esa que estaban varias LFM presentes y hay testigos 


Doxxing 2 


LEFT IMAGE: 
RodolfoFCarrillo: Me when. Me when [REDACTED] antonio [REDACTED] 


RIGHT IMAGE: 
Incheco (SIGFOR)(Actual Mod of RoMx): WHAT DID YOU SAID ABOUT COMMANDER ANTON? (PROCEEDS TO PUT A 
PERSONAL PHOTO OF THE USER INFRONT OF ALL ROMX MODERATORS) 


1,728 resultados Nuevo 


FrancisXerocious: Hold on, is that real Antonio? 
Amado Saidén: Yes 


PepitoDiaz: Antonio The King?? 
Amado Saideén: Yes, him 


Owner admitting he could dox someone 
Deleted User = Salvador Ahumada 


Deleted User 


Deleted User 


Deleted User 


Model Thief, framing others, breaking roblox DMCAs 


In this section you can find model thieves, use of synapse, incriminate others, etc. 
Here an entire communication network is revealed between the owners of the group where they secretly leak games and even try or 
plan to leak several games. 


ahumada 

Synapse What’s Synapse? 

Synapse X is a tool that has built-in scripts used to modify/hack the 
video game: “Roblox.” 

This software is not completely safe, and it’s auto-updated! It could feel 
like youre the admin of the game if you use built-in scripts like flying, 
destroying everything around you—shooting the targets behind the 
walls, etc. 

As with other game hack tools, it’s possible to get banned from Roblox 
if other users/players or players see you doing the scripts and report 
your account. 


LOL 


ahumada 
Did they reall 
Put all of this in mx ops 


ou on alt 


And use synapse 


of course 


gustavormontanez 


ahumada 
Immma leak it 


And blame it on colombia 


LOL 


: : ; plus i could imagine dope raids here 
the group is dead i doubt he'll notice 


This map here is the Final Battle 


ahumada 


LOL Can't imagine VEN is so low quality they haven't bothered to make new assets for their games 


Director Krennic 


it has our assets? LOL 


ahumada 


; They're super eco-friendly, they constantly recycle. 
Looks like 


| have to leak it i Director Krennic 
To prove the ids match Right, | leaked that game 


5 = < anyways 
Good think i have access to our asuncion Atay 


Walter Simmons 

LOL Walter Simmons 
E shit 

gdl synapse 

IS GOING GREAT lets 
if it makes u feel better 

its just as big as bandar BES 
: ‘ the scripts 

i compared it :V for the mini map 
LOL 

s sorry for telling u u have a disgusting lifestyle but in fancy words, u need to worry less th- pym 
DID U STEAK BANDAR 


It doesnt give u the script? 


Walter Simmons 
Walter Simmons IT WORKS 
LOL = 


YES 
well 
just to compare it 


i really dont care about the map 


AT LEAST ON ALT RIGHT 


Walter Simmons 
i rob everything on an alt this feels wrot 


im not stupid to do my main 
Walter Simmons 
LOL NO 


Walter Simmons 
NO 
NO 


i shor mark this 


which rlly changed the shit 


and it is weong @everyone 


LOL 
Walter Simmons 
WE ARE AMAZING 


asset theft. 


i wonder who else 


yes it is wrong sal SergioBarcena 


Walter Simmons 
NO 


this is what every community does 


you became what you hated the most 


Walter Simmons 
NO NO 


WE CAN 
DISECT 
THE SCRIPTS 


Walter Simmons 
1OL! 


and edit it completely shh 


Walter Simmons 


people use a fucking window of yours and you get mad quiet 


i did a prank 

saying 

la grasa doesnt forgive there 
for his actions 

and sent this 

in venzuelas 


servers 


i sent la gras just now 


saying that the grasa made there quit 


lmao 


Deleted User 05/27/2 
but 


it was 

a baseplate 
not leaked 
caracas 

so he got so 
pissed 

he resigned 


and cut ties with mexico 


Deleted User dcb7d340 


RUE 


[VEN] Petare 


Check out [VEN] Petare. It’s one of the millions of unique, user- 
generated 3D experiences created on Roblox. 


done and framed 
on castral 


they will never know its us 


? 


What is 


Deleted User 
petare 


leaked 
LOL 


[VEN] Petare 


By aCastraiCorpVEN 


Favorite Follow 2 0 
Age Guidelines N/A 
Active Favorites Visits Created Updated Server Size Genre Allowed Gear 
.¢] 3 68 2/19/2021 2 years ago 50 All Genres £3: 
: Report Abuse 
Servers Store Recommended 


There are currently no running experiences. 


ahumada 
i want to make tropico 


use synapse 
and steal magallanes 
then apply it 

to the same UN 


= 


ahumads 


i” 


74 
| 


Director Krennic 
‘} @Director Krennic R lous coming err 0 owns th 
16/2022 é 
Ivan has snypase? 


Well what a surprise 


Director Krennic 01/1 
You never knew that 


? 


No? 


Director Krennic 01/16/2022 
He had synapse 


thats why | found the UN thing 


to be so hypocritical 


and aggrevating 


Director Krennic 


aoe 


ector Krennic 


Director Krennic 


11/26/2021 10:25 PM 


we follow the same steps 


Director Krennic 11/26/2021 10:25 PM 
wait i can just synapse badiraguato 


% 41/26/2021 10:25 


make it a VERY LIGHT GAME 
simple concept 


Director Krennic 
i kind of want to synapse 


monterrey 6/203 
| mean, | got unfairly removed by the AG a while ago and I'm not affected by it 


After all Mexico would turn out to leave the UN 


Director Krennic 01/16/2022 6:10 PM 
and | got unfairly group-couped during the UN incident. 


Director Krennic 11/26/2021 10:25 PM ores mee 
and those shit games 


Director Krennic 01/16/2¢ 1PM 

JUST < oh you do not remember when Ivan and you decided to tell the UN 
Salvador has synapse 

to open the map but we want the group and the assets 


he made 


and see/measure 
You fooled us with that 


how big it is 


to compare it 


Director Krennic 01/16/2022 6:11 PM 

the day the trust I held upon the entire 
AG 

collapsed and hasn't been fully 
repaired since then. 


Ridiculous coming from another man who owns the very same platform 


Director Krennic 05/02/2022 8:40 PM 
I'm planning to huge a massive leaking spree 


of their games 

. = 05/02/2022 8:40 PM 
they'd strike 
this early 


Director Krennic 05/02/2022 8:4 
tonight. 


05/02/2022 8:41 PM 


omaga + sb + fabri + jail 


Director Krennic 05/02/2022 8:41 
To make it clear 


2 05/02/2022 8:41 PM 


the whole sewer system 


Director Krennic 05/02/2022 ¢ 
that their games. 


will not be tolerated. 


Director Krennic 


Other users within RoMx Community that got Synapse 


LEFT IMAGE: 


RIGHT IMAGE: 


Loe ae! 


= ar Cuan D que 
@omarl51145 yo tengo synapse yo video 


para farmear [Adonis] :: You are muted! 


me lo presta un compa si les da m&2 me panga synapse y gana 


es un inyector i always win 


oe SYNAPSE 


noes mio:V 


Pedophilia and related acts 


According to the FireSide Chat document, published by "The State of Roblox" in 2020, pedophilic attitudes are found on the part of 
members of the UN, including the owner of Ro-México, Salvador Ahumada. Here the screenshots within the document: 


? 
{7 iam a pedo 


thank YOU | 


Deleted User 


One ex admin which one of our informants banned and after he went to the in real life police, the pedo got into legal trouble for 
processing this kind of stuff. 
INFORMANT’S NOTE: I’m glad that I got that fucking pederast arrested. 


EN SU DEBIDA ATENCION, Pestiteex @ ca 


% delitocibernetica_gn>gn.gob.mx hemetion_gnee » dae @ 4 


)SEDENA \ 


GUARDIA NACIONAL 
UNIDAD DE ORGANOS ESPECIALIZADOS POR COMPETENCIA 
DIRECCION GENERAL CIENTIFICA 


C4886389-2022 
Ciudad de México, a 10 de diciembre de 2022 


A quien corresponda. 
Presente 


Esta Institucidn ta agradeca haber dadicado su valioso tiampo por haber notificado ef sitio como probable hacho defictivo, ya que para la Diraccién Ganeral Cientifica da la Giardia Nacional, as sumamante importante saber qua nuestra 
\ahor brinda resultados 


Asimismo, to exnortamos @ promover la denuncia cludadana 


Sin mas por al momento |e snviamos un cordial saludo rsiterandole nuevamenta que nos snconmtramos a sus drdenes en al siguiente ramaro telefinico 11 03 60 00 ext 29218 y 29139. las 24 horas dal dia los 365 dias dal afio, o an el 
correo alactronico delitocbernetico_gniiqn gob mx 


ATENTAMENTE 
Atencion Ciudadana en Delitos Cibernéticos 
(55) 11036000 ext. 29218 y 29139 


Dittosi/www.gob m2 quardianacional 
HMAvinaS anteaDlPibactenicda 


——— 


‘3 months ago 


C) This is still an issue, and this is time sensitive 


if 1am honest, | sent this 3 months ago and | already had contacted the cyber police in my country (Originally 
the SSPC CEAC and then contacted back bu the Division cientifica de la Guardia Nacional in Mexico); sadly | 
can still remember the crapy content | seen, | still have this individual blocked and | am in the same group chat 
(Since it's a chat group for the developing a game and yeah the owner knows what he did but still he payed 
him up to develop his game). | don't want to be descriptive on the exact content and if Discord really has logs 
on the message ID | reported poor of the Discord employe that would have to check the content. By the way | 
will add files of my mails with the cyber police and put their case number here: C4884389-2022 
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Turtle 
1month ago 
Hello, 


Thank you for bringing this issue to our attention. We're sorry to hear that you came across this type of 
content, and we understand that this can be extremely concerning. 


We've initiated an investigation based on the information that you provided and we'll take appropriate action 
based on our findings, Please note that for privacy reasons, we're not able te share the specifics of the action 
taken, if any. 


We truly appreciate your efforts in helping us to keep Discord a safe and friendly environment. 


CONFIRM: | have read 
the Terms of Service 


CONFIRM; HI 
registered for my 


account with an email 


No 


DRUTLUTTY Ly ErI-uay TE YUE Say UT CUS 


Discord > My activities 


Someone posted illegal child pornography, got banned 
from various communities and now is threatening 
people. 


7 6émonths ago 


This is related with an old request | made #30683282, | suppose that Discord was not able to see the Message 
Link due of it being deleted by the person that was sharing the illegal contents, Ern#2271 
589263414266822678, after get got banned from various Discord communities for what he did he started 
threatening people with leaking, so we had an argument in DMs in which he addmited posting the illegal 
contents. 


https://discord.com/channels/@me/902264460150997103/1050882615240044594 
https://discord.com/channels/@me/902264460150997103/1050882720940703744 
The term "CP" refers to Child Pornography, be aware the conversations are in spanish. 
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Discord Trust & Safety Team 
@ 3 months ago 


Requester 
Created 


Last activity 


Assigned to 
Id 


Status 


How can we help? 


What would you like 
to report? 


What would you like 
to report? 


What would you like 
to report? 


In what way? 
Specifically 


What content was 
posted? 


Specifically: 


Who is heine 


December 09, 2022 16:00 


May 11,2023 08:48 


Turtle 


#30782052 


Report abuse or harassment 


Graphic or sexual content or 
behavior 


Hall of Shame 


Well that would be all for this document, then to relax after seeing all that shit, we will appreciate the RoMexico’s hall of shame. From 
shitty drawings, shitpost from this community, to the shittiest memes you can find. 


Garbanzo Saidén: I lick amado and cores’s balls. But not yours, yucky 


* Le lambo los huevos a cores y a amado 
Pero a tino que asco 
be RN | 


Rick MSC#4867 


3 DORITOS LATER 


EL PRECIO 


FREE RANK. 


ESTE VIEJO 


iv fr DE PUTA 


Amado Saidén 
amadosaiden 


pd masturba 
perros 
en la calle 


A: 7 
ie 


© conectar Spotty : yo” Sees éQUIERES llamar a la fiscalia? 


=a aeei >HAZ CLIC AQUI< 


Ps Tetitas de azucar 


BONUS: Free Models 
The ones that "do not use free models" using free models LOLOLOLLO 


740 cm 


i 
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